
Privacy Policy

Introduction
We collect personal information about our customers in order to provide our users with our
products and services. Your privacy is important to us, and it is our policy to safeguard and
respect the confidentiality of information and the privacy of our users. Below you will find our
Privacy Policy describing how Synthetify’s platforms and services provided by Synthetify
Labs LLC (‘Synthetify’, ‘We’, ‘Us’) collects, uses and manages the personal information we
receive from you, or a third party, in connection with our provision of services to you or which
we collect from your use of our services or our platform. The Privacy Notice also informs you
of your rights with respect to the processing of your personal information.

Please note that this Privacy Policy applies to processing activities performed by Synthetify
with the personal information of the users of its platforms and services.
If you do not want Synthetify to collect, store or use your personal data in ways described in
this Privacy Policy you may not use Synthetify’s platform or services.

We may amend this Privacy Policy at any time by posting the amended version on this site
including the effective date of the amended version.

Data Administrator
The collection, use, disclosure, retention and protection of your personal information in
accordance with this Privacy Policy, as well as in accordance with Article 13 para. 1 and
para. 2 of the Regulation of the European Parliament and of the Council (EU) 2016/679 of 27
April 2016 on the protection of natural persons in regard to the processing of personal data
and on the free movement of such data, and repealing Directive 95/46/EC (Official Journal of
the European Union L. 2016.119.1), General Data Protection Regulation, will be performed
by Synthetify Labs LLC with its registered office at Trzebunia, number 513, 32-438
Trzebunia, Poland (the Data Administrator).
The Data Administrator can be contacted via email: support@synthetify.io with the note
"Data protection".

Information we may collect about you:
We do not collect any personal information directly from you as a user of Synthetify’s
platform. However, when you use the platform we may collect data from third parties such
as:

1) your browser extensions (Phantom, Sollet, Extension) providing us with your
cryptocurrency wallet address when you connect your cryptocurrency wallet on the
platform

2) cloud infrastructure provider Amazon Web Services (AWS), a service provided by
Amazon Web Services Inc. that may automatically collect your log information such
as your IP address.

This information will not be associated with one another.



How we store and process your data:
Your cryptocurrency wallet address is used to provide the platform with your account
information available publicly on the Solana blockchain system. Neither your cryptocurrency
wallet address provided by your browser extension nor your transaction history is stored by
us.
Your log information data is stored on AWS’ servers in encrypted form. You can find more
information about Amazon Web Services’ security practices online.

Cookies Policy
Synthetify’s platform uses cookies for two primary purposes: to enable platform performance
and to collect user activity information that will allow us to improve the user’s experiences
with our platform. Our platform may use cookies on its own or they can be saved by Amazon
Web Services.

For what purpose we may process your data:
For the purpose of providing requested services: We process your data to provide,
maintain and improve our services and platform and to provide and deliver the services you
request, enable your transactions and send you related information, including confirmations.
We may also process your personal information you provide when you request support or
otherwise communicate with us for the purpose of providing technical support and delivering
requested services.
For the purpose of safeguarding legitimate interests: We process personal data so as to
safeguard the legitimate interests pursued by us. A legitimate interest is when we have a
business or commercial reason to use your information. Example of such processing
activities include the following:
initiating legal claims and preparing our defense in litigation procedures;
means and processes we undertake to provide for the our IT and system security, preventing
potential crime, asset security and access controls; and
risk management.
To comply with applicable laws, subpoenas, court orders, other judicial process, or
the requirements of any applicable regulatory authorities: We may need to use your
personal information to comply with any applicable laws and regulations, subpoenas, court
orders or other judicial processes, or requirements of any applicable regulatory authority. We
do this not only to comply with our legal obligations but because it may also be in our
legitimate interest to do so.
For other purposes: We may process your personal information for any other purpose you
consent to.

Business Transfers
As we develop our business we might sell, buy, restructure or reorganize businesses or
assets. In the event of any sale, merge, reorganisation, restructuring, dissolution or similar
event involving our business or assets, personal data might be transferred.

Your rights
If you wish to access, correct, update or request deletion of your personal information, you
can do so at any time by contacting support@synthetify.io.

https://aws.amazon.com/security/


Users under 18 years old
Our platform and services are not intended for children under 18 years of age. We do not
knowingly collect personal information from children under 18. If you are under 18, please do
not provide any information on this website.

Dispute resolution and contact information
If you have any complaints regarding our compliance with this privacy policy, you should
contact us via email: support@synthetify.io with the note "Data protection".
If you have any unresolved privacy or data use concern or you think our processing violates
the provisions of the GDPR, you have the right to contact or file a complaint with the
President of the Office for Personal Data Protection (ul. Stawki 2, 00-193 Warsaw).


